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INAIN—=INAHF =D « AT —Tx— A

7L =27 — 7RG

o VM : RSN 7=FSEED &

e CPU: LY AY fIMUED 7 4L 7 )2 7

¢ TL=IRAYF IVT RV IT N=A - A=KV IT N=2
GDB : Ramooflax i 8EFEEE(T X HDGDB Y 5 A 7>

o ATV I AT VL AR Ry

ARURKN TN FADNAT D N R T ERET LD vm-exit 7 v ¥
> RS
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T L =7 — 7k VM

« AV¥TUTF AT E—R

vm.attach() # remote connection
vm.stop() # stop it

vm.resume() # resume and wait for next vm-exit

|
|
|
|
# xxxx (breakpoints, filters, ...) I
|
I
vm.detach() # disconnect, vm resumed I

I
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VE—h 77

L =T — RSy CCPUL AEY . TL—U R AR

o 7L —UKRAT MDY

# data write breakpoint
vm.cpu.breakpoints.add_data_w(vm.cpu.sT.tr+4, 4, filter, "esp0")

esp0 0xc1331£14 Write (4)

|
|
|
I
>>> vm.cpu.breakpoints
I
kernel_f1 0xc0001234 eXecute (1)

I

!
|
, # reading a virtual memory page
| vm.cpu.set_active_cr3(my_cr3) !
| P& = vm.mem.vread(0x8048000, 4096)

|
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VE—=hk-27534T2h

TL—LT— 7k D A2 b

GDBE&IfTEDTL — 7K 4> hCiE ...

FHFE ICvm-exit RO ETZ ]

o T— T 7 F vOSEH AR Ak

NZE7 4L T )Y 7 a3 DEZXAA, TL—V KA L.

def handle_excp(vm):
if vm.cpu.gpr.eip == 0x1234:
return True
return False

vm.cpu.filter_exception(CPUException.general protection, handle_excp)

while not vm.resume():
continue
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LI
i

RN ES
e AMDE 4> T ZHK— K
o [EDOSTT A b hyakify

e Windows XP/7 Pro 32 &' v k
e Debian GNU/LinUX 5.032/64 £

o X W{#%70S (DOS%OpenBSD) 13FEITTE 2137
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LI
i

AN
e AMDE A2 T L ZH R— |k
o TELPOSTT A hikIf)
e Windows XP/7 Pro 32 &' v k
e Debian GNU/LinUX 5.032/64 £ v

o X W{#%70S (DOS%OpenBSD) 13FEITTE 2137

il BRI IH

XITHCPU (Phenom Il, Westmer/Sandy bridge) 134G+
e SMPEZILFATHHR—F BT

o v b7y T HIEEICEM
o TRToOITEAMILL TRIEL
o ITOYNHLDEI Y AZNVMIC X > THTbN S

o [O[E
e BIOSOHE
o N—FILDINT F—YEIE /numproc, maxcpus

o AN TIRRED A LIS ITXS T 5
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Thank you !

https://github.com/sduverger/ramooflax
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