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Context

Active Directory

@ Manage authentication and authorization for users and computers
@ Security policies
@ Baseline

— Corner stone for Microsoft information system

— Target of choice for intruder

—> Pain to secure...

Auditors, Incident handlers, Admins need to audit Active Directory
@ Find bad practices (admins are sometimes lazy?)
@ Hunting (Searching for a needle in a haystack!)
@ Incident response (what has changed in timeframe?)

AIRBUS
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Two case study

Now, let’s start hunting. I'll show you two backdoors, and we’ll try to find them.

Backdoor 1 - Domain Admins members

Administrator:
"It seems someone can manipulate Domain Admins group and users!"

Backdoor 2 - AdminSDHolder

Administrator:
"l removed some permissions but they came back!"

AIRBUS
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Backdoor 1 description - Domain Admins members

Who is (or could become) Domain admin?

@ Can | justify membership for every one of them?
@ Who has permission on this group?

@ Who can add members?
o Who manage members?

@ Who has permission on these members?
@ Who can reset their passwords?

@ Can | know when a member has been removed?

Let’s try to find it using Microsoft-provided tools : AD explorer

AIRBUS

BlackHat Arsenal — 2015-08-06 6 GROUP



rectory Explorer - Sysinternals: www. ¥ [BLACKSUN.metaverse.snowcrash.snk]]

File Edit Favorites Search Comparc  History Help

X F W e~

Path: I DC=metaverse DC=snowcrash,DC=snk, 127.0.0. 1 [BLACKSUN.metaverse snowcrash. snk]

3 Active Directory Explorer Attribute Syntax | count [ value(s)
= B 127.0.0.1 [BLACKSUN.metaverse.snowcrash.snk] audiﬁngpuhcy OctetString 1 o1
1% CN=Configuration,DC=snawcrash,DC=snk [s#] creationTime Integerd 7/31/2015 11:23:03 AM

(23 cN=5chema, CN=Configuration,DC=snowcrash,DC=snk e DirectoryString metaverse

1
1
orestDnsZones, DC =snowcrash, DC =snk distinguishedName: DN 1 DC=metaverse DC=snowcrash,DC=snk
dSASigr\EmrE OctetString 1 100040000000000000000000041C
omainDnsZanes, DC =metaverse, DC=snowdrash, DC=srk dSCarePropagahonDaE GeneralizedTime 1 1/1/1601 1:00:00 AM

furEELuguff Integerd 1 0x8000000000000000
EMORu\eowner DN 1 CN=NTDS5 Settings,CN=BLACKSUN,CN=5ervers,C
[o#] gPLink DirectoryString 1 [LDAP: f/CM ={31B2F 340-016D-110 2-945F-00C04

Integer 1 13

Boolean 1 TRUE

Integerd 1 OxFFFFFFFBCF 1DCCO0
lockOutObservationWin... Integerd 1 OxFFFFFFFBCF 1DCCO0
8] lockoutThresheld Integer 1 o
[ ] masteredsy DN 1 CN=NTDS Settings, CN=BLACKSUN,CN =Servers,C
amawadAge Integerd 1 OxFFFFDEFFOAABB000
am\nPwdAge Integer8 1 OxFFFFFF38D5964000
=] minPwdLength Intsger 1 7
[a#] modifiedCount Integers 1 ox1
[ ] modifiedCountati astrom  Integers 1 0x0
ms—DSMad‘meAccount‘ « Integer 1 10
] msDs-allusersTrustQuota  Integer 1 1000
[#] msDS-Behavior-version  Integer 1 4

msDS-IsDomainFar DN 1 CN=NTDS Settings, CN=BLACKSUN,CN =Servers,C

s8] msDS-IsPartialReplicaFor DN 1 CN=NTDS Settings, CN=GARGOYLE,CN=Servers,(
L;Iﬁmensma:rpmdnv DN 1 CN=NTDS Setinns.CN =Rl ACKSIIN.CN =Servers.C

|DC=metaverse,DC=snawcrash,DC=snk, 127.

1 [BLACKSUN. metaverse. snowerash.snk]

AD explorer



iternals.com [127.0.0.1 [BLACKSUN.metaverse.snowcrash.snk]] TS

File Edt Favorites Search Compare History Help

ST I

Path: [CNN=Domain Admins, CN=Users,DC

taverse, DC=snowcrash, DC=snk, 127.0.0. 1 [BLACKSUN metaverse snowcrash.snk]

Attrbute [ syntax [ Count [ value(s)
[#] adminCount Integer 1
@ DirectoryString 1 Demain Adnins
] description Directorystring 1 Designated administrators of the domain
[] distinguishedhvame: J 1 CN=Domain Admins, CN=Users,DC =metaverse DC =snowerash,DC=srk
CH=Adrinistrator dsCorePropagationData  GeneraizedTime 2 8/13/2014 2:27:56 PM; 1/1/1601 1:00:00 AM
lowed RCDC Password Replication Group [ nieger N St
CN=Cert Publishers bl <
o [#]instanceType Integer 1
€N=Denied RODC Password Replication Group ] scrvcalsystemobject __Boslean L
8% cN-Dnsadmins 2
B CN DnsupdateProxy [ memberof 2 CN—DEmEd peTr— Rephcauwn Group,C
TR name DiectorySiring 1 Domain Admins
F CN ~Domain Computers [ nTsecurityDeseriptor NTSecurityDescriptor 1 DIPAIOA;RP; 4 164200-20c0-11d0-3768-003a00600525; 4828 cC 14- 1437-45be-0b07-ad6f0 15e5F28;RL
Jomain Controllers [ objectcategary DN 1 CN=Group, CN=Schema, CN=Configuration,DC=snowcrash,DC=snk
[ objectclass oD 2 top;aroup
[ objectoum OctetString 1 {4DSABFF 4-E2E8-4400-98D3-FF 386 19D3EF 1}
[] cbjectsid sid 1 5+1-5-21-479843640-2764029434- 1057171661512
[ saMAccounthiame DirectoryString 1 Domain Admins
[#] sAMAccountType Integer 1 268435456
NChanged Integers 1 0xB165
[ usNiCreated Integers 1 0x3018
d ] whenChanged GeneralizedTime 1 8/5/2015 10:56:16 AM
E ] whenCreated GeneralizedTime 1 8/13/2014 2:03:56 PM
a
a
CN=SNOWCRASHS
2 DC=DomainD be= ashoc=sk Sl |

CN=Domain Admins, CN=Users,DC =me{averse,DC =snowcrash,DC=snk, 127.0.0. 1 [BLACKSUN.metaverse. snawcrash srk]

Members of Domain Admins



\ctive Directory Explore: KSUN.metaverse.snowcrash.snk]]
Fle Edt Favorites Search Corpare History Help
F( S W e~
Path: [C=tiro Fr CN=Users,DC DC h,DC=snk, 127.0.0. 1 [BLACKSUN.metaverse. snowcrash. snk]
7 CN=Managed Service Accounts Attribute | Syntax | Count | value(s)
123 cH=NTDS Quotas accountExpires Integerd 1 OxTFFFFFFFFFFFFFFF
5 cn=Program Data [s#] badPasswordTime Integerd 1 00
I Cn=system e8] badPwdCount Integer 1 a
= Ci=sers @ Directorystring 1 Hira Protaganist
i % CN=Administrator [#] codePage Integer 1 o
482, CN=Allowed RODE Password Repiication Group ] couniryceds Integer . N
Ets:; ;“H'Shm displayhlame DirectoryString 1 Hiro Protagonist
N =Deried RODC Passnord Replication Group distinguishediame o 1 CN=Hiro Protagonist, CN=Lsers,DC =metaverse,DC=snowarash, DC=snk
£, CN=Drsidmins dSCorePropagationData  GeneralizedTime 1 1/1/1601 1:00:00 AM
2, ch=Drsiipdateproey givenhame DirectoryString 1 Hiro
2 cN=Domain Adnins [#instanceType Integer 1 4
2, cn=Domain Computers 8] lastLogoff Integers 1 05
&%, c=Domain Contrellers Integer8 1 00
-#82, Chi=Domain Guests ] logancount Integer 1 a
&2, Ch=Domain Users [#]memberof o 1 CN=Domain Admins, CN=Users,DC =metaverse, DC=snowarash,DC =srk
&8, CN=Group Policy Creator Onners DirectoryString 1 Hiro Protagonist
CN=Guest nTSe:umtyDesmpmr NTSecurityDescriptor 1 D:AI{OA;;RP;4c 164200-20c0-11d0-a 768-002a00620528;;RS) (OA;;RP; 520
[#objectcategory o 1 CN=Person,C=Schema, CN=Configuration,DC =snowcrash DE=snk.
= oo 4 top;person;organizationalPersan;user
Ch=krbigt OctetString 1 {OABD2232-0B63-4967-AT72-TBE TA0ESFDEE}
CN=L.BobRife " pename.. sid 1 5-1-5-21-479843640-2764029434-1057 17166 1-1110
CN=RASandIAS  poyre Integer 1 513
E::::;m\y D W pwdLastset Int=gers 1 2/24/2015 2:36:45 PM
Chmsrorky N i8] sAMACcountiiame DirectoryString 1 hiro
L Chi—showcRas_ CopY Object Name sAMACcountType Integer 1 805306363
-5 DC=DomairDnsZones, DC=metaverse,DC=snowcrash,DC=snk ﬁ"" Licectoo Shica, u Bratzcocisl
Chi=Hiro Pr CN=Users,DC oC DC=snk, 127.0.0.1 [BLACKSUN.metaverse snowarash.snk]

User properties



CN=Hiro Protagonist Properties

"Object Properties  Attributes |

.\;_) MName: |CM=Hiro Protagonist

Attribute values:

0-11d0+

Attribute | Type | Count | :I
@ logonCourt Integer 1
] memberCf DN 1
@ name DirectoryString 1
Q n T SecurtyDescriptor MTSecurtyDescriptor 1
@ objectCategory DN 1
2] objectClass oD 4
=] objectGLID OctetString 1
#] objectSid Sid 1
@ primaryGroup D Integer 1
5 pwdLastSet Integerd 1 hd




Hiro Protagonist Properties llil

Published Certificates | Member Of | Password Replication | Dialin | Obiect |

Remote control I Remote Desktop Services Profile I

Personal Vitual Deskiop I COM= I Attribute Editor I

" Generl | Address | Account I Profile I Telephones | Crrganization I
Security I Environment I Sessions

IGI'OI.I[) Or uUser Nnames:

L. Rif med
‘_:'3‘ Domain Admins (METAVERSE\Domain Admins)
‘3'3‘ Cert Publishers (METAVERSE"Cert Publishers)
‘3'?} Adminigtrators (METAVERSE Administratars)
“s'i} Pre-Windows 2000 Compatible Access (METAVERSE \Pre-Windows. ..
52 Windows Authorization Access Group (METAVERSE\Windows Aut...
52 Teminal Server License Servers (METAVERSE\Teminal Server Lic... '«

Add... | Remove |

[w)

1oooooono)s

Pemissions for L. Bob Rife

Delete all child objects
Alowed to autherticats
Change password

-

I

Receive as
Fleset password
Send as

=T ki

For special pemissions or advanced settings. click Advanced |
Advanced.

-

IoEOooools




BTA AIRBUS GROUP \NNO\//\TIONS

Backdoor 1 (Domain Admins members) hunting using AD Explorer:
results

@ Several clicks to obtain this information with AD explorer or MS GUI tools

@ Ok, it kind of works, but it's way too complicated.
@ Moreover not all information is obtained.
@ Let’s try using powershell!

AIRBUS
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PS AD:~> get—adgroupmember —Identity "Administrators'

distinguishedName CHN=Enterprise Admins.CMN=Users.DC=snowcrash.DC=snk
Enterprise Admins

group

fcb622fcc—2684-4%aB-%ael—-12d59bh2815a

Enterprise Admins
§-1-5-21-4218484232-4213549810-2561457123-51%

SamfAccountMame
SID

CH=Domain Admins.CH=Usersz.DC=metaverse DC=snowcraszh.DC=znk
Domain Admins

group

4d5a8ff4 e2ef-4400-Fhd3-ff3IB619d3ef1l

Domain Admins

§-1-5-21-479843640-2764829434-1857171661-512

distinguishedName

SamfAccountMame
SID
distinguishedName CM=snorky.CN=Users.DC=metaverse.DC=snowcrash.DC=snk
snorky

user

h2f3F436—74d8—4d37-bd18-3bfeB31bcebhd

snorky

5-1-5- 21 479843640-2764029434-1057171661-1800

SamficcountMame

SID

CHN=Administrator.CH=Uszers.DC=metaverse DC=snowcrazh.DC=znk
Administrator

user

e995cBcc—babb—44a7-9fb4-36540d0921484

Administrator

5-1-5-21-479843640-2764029434-18571 71661 -56808

distinguishedName
name

SamfAccountMame
SID

PowerShell request for AD
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Backdoor 1 - huntmI usmi PowerShell
B Ad rator: Windows PowerShell

PS C:sUserssadministrator.SMNOWCRASH> dsquery group —samid "administrators™ | dsget group —members
"CN=Domain Admins.CN=Users.DC=snowcrash.DC=snk"

“CN=Enterprise Admins . CH= U.,el-s.]) nl]u[:l-a.,}l DC=znk"

"CH=snorky,.CH=Users . D! nowcrash,DC=snk"

"CN=Administrator, CN=Users DC=snowcrash . DC=snk"

PS AD:=“\> (Get-Acl ’CN=snorky,CN=Users,DC=metaverse.DC=snowcrash,DC=snk’).access ! ft identityreference. ac|
—Autosize

IdentltyRefel-ence accesscontrotype

NT RUTHORITY\RutI\enthated Users
NT AUTHORITY\S
BUILTIN\ﬂdministraturs

IN ndo 2888 Compatible Acces
SNOUCRRSH\EntePprlr‘e Adnins
METAVERSE~Donain Admins
Everyone

BUILTIN“\Terminal Server License Servers
METAVERSE~Cert Publishers
METAVERSE~raven

@ Powershell Cmdlets required, run on the host or via network, sometimes complex
PS requests

AIRBUS
BlackHat Arsenal — 2015-08-06
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Backdoor 2 description: AdminSDHolder

AdminSDHolder

@ Some users / groups can be "protected" (adminCount=1 attribute)

@ AdminSDHolder is a Master Security Descriptor (list of permissions)

@ Every 60 minutes, LSASS applies these permissions to protected users
Checks:

@ Which groups/users are protected?

@ ACL template has been changed?

Let’s try to find it using Microsoft-provided tools: AD explorer & Powershell

AIRBUS
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Active Directory Explorer - Sysinternals: www.sysinternals.com [127. KSUN.metaverse:snowcrash.snk]]
File Edit Favorites Search Covpare Hstory Help

=g F 3 e~

Path: | CN=AdminSDHolder, CN=System,DC =metaverse DC=snowcrash,DC=snk, 127.0.0. 1 [BLACKSUN. metaverse. snowcrash.snk]

=] [[attribute [ Syntax Count | Value(s)
@ DirectoryString 1 AdminSDHolder
distinguishediame on 1 CN=AdninSDHolder, CN =S ystem, DC=metaverse DC=snonaash,DC=snk
ICKUPKEY 3“35*’da"ﬁﬂf5'4357"5"d5'°4"ﬁ°5f3(d7-2 Se GeneralizedTime 5 5/5/2015 1:24:33 PM;8/5/2015 12:30:33 PM;5/5/2015 11:36:33 AM;8/5/2015 10:42:33 AM; 1/1/1601 1
CKUPKEY _4e99 1de-bda-43db-h288-ddacdc24chd Se nstanceType Integer N 4
isCriticalSystemObject  Boolean 1 TRUE
DirectoryString 1 AdminSDHolder
1 :
CN Defauit Domain Folicy 1 0nE\nEr,CN-SmemE.C -Configuration, DC: snwwuash o
) N Configuration 2 topjcontainer
5 CN-DFSR-GlobalSettings Octetstring 1 {35FFO027-5E98-4556 9805 FO0BAH467484)
T cn-Domainlndates Boolean 1
ile Replication Service Integer 1 -1946157056
leLinks Integerd 1 Ox407F
5 oN=IP Security Integer8 1 Ox 1DAF
leetings whenChanged GeneralizedTime 1 8/13/2014 2:27:56 PM
icrosoftDNS whenCreated GeneralizedTime 1 5/13/2014 1:56:17PM
assword Settngs Container
olicies
AS and 1AS Servers Access Check
ID Managers.
peServices
erver
nowarash.snk
l‘l CN=winsockservices
UMIPolicy
<l | _l_I 5l 1

CN=AdminSDHolder, CN=5ystem,DC=metaverse, DC=snowarash,DC=srk, 127.0.0. 1 [BLACKSUN. metaverse. snowcrash.snk]

AdminSDHolder
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Backdoor 2 (AdminSDHolder) hunting using PowerShell

Fle Acton View Hep

&= |Fmld 0 RE ]
5 54 metoverse snowcash onk_| PRI 7% ]
Builin | Advanced Security Settings for AdminSDHolder x|
g Cor General | Object  Securty | Attribute Edior |
31 Domain Controlers Pemissons | Audting | Onner | Efective Permiss I} Permission Entry for AdminsDiolder X
=] f,  Grouporusernames )
 Lostandraund 82, Cot Publishers (METAVERSE\Cart Publishers) | {2 view oc ok deted o 2 penision . scec | o] [Propertes| |
| Managed service ffecou 82 Administrators (METAVERSE\Administrators)
-] Prugram Data 42, Pre Windows 2000 Compatible Access (ETAVERSE\Pre Win FTETEIE Name: [ (aven Gmetaverse snowaash o) _ Change...
as 2 Windows Adtharization Access Group (METAVERSE\Windows ..
J AdmwnSBHo\dev 82 Teminal Server License Servers (METAVERSE\Teminal Serve. Apply to:  |Descendant Group objects. -
—| ComPartitonSets o — Mow Vindous Adborzsion Permissons: P By
Pemissions for Teminal Server License Mo Teminal Servr License \rite abeled R =] g =
Servers Mow _ Deny Ao Teminal Server Licznse Read Managed By o u]
e 5 o = How  Eveone oot | write managedsy o o4
e Mow  SELF Speciz o Il O
ate al chid objects Mlow  Enterprise Admins (SNO...  Specig \hite Members 5]
Delete al chid objects [m) a Alow  Domain Admins (METAV .
ey Special pemissions e o e eaa merber
Dg'i“ Domain Poi Write memberUid o u]
For special permissions or advanced settings, clck of Add. Edt
orer comsetn IR Advarced | e E ;es: msigzjamfnlsemnk E E
Leam about access cortrol and pemissions [ lecichimtessan b= akc | oo maor [m] O -
e ‘Apply these permissions to objects andor Clear Al
ok Cancel rov | He | T containers within s container oy [o=a]

AIRBUS
BlackHat Arsenal — 2015-08-06 17

GROUP




BTA AIRBUS GROUP INNOVATIONS

Backdoor 2 (AdminSDHolder) hunting using AD Explorer

PS AD:~> (Get—Acl ‘CN=AdminSDHolder.CN=System.DC=metaverse,DC=snouwcrash,DC=snk’>.access | ft identityrefer
ntrotype —Autosize

IdentityReference

INT AUTHORITY“Authenticated Users
NT AUTHORITY~SYSTEM

i trators
BULLTIN“Pre-—! do 2880 Cnmpatlhla Acces:
SNOUCRASHNEnterpr Ad
METAVERSE~Domain

Everyone
NI AUTHORITY\SELF

NI AUTHORITY\SELF
BUILTINSWindows Authorization Access Group
BUILTINNIerminal Server License Servers
BUILTINNIerminal Serve icense Servers
METAVERSENCert Publi

ETAVERSENraven

@ AdminSDHolder ACEs’ have been changed: Raven account has been added

AIRBUS
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How can | proceed?

Currently

@ Manual checks using a GUI is inefficient
@ Powershell requires “one-shot” commands for each control; little re-use
@ Online tools need admins credential over network connection

Wishlist for a perfect tool

@ Do multiple checks on several objects
@ Easy way to identify bad practices

@ Help to clean up regularly

@ Find anomalies or backdoors

So, we decided to develop a tool that will help us and find backdoors in AD.

AIRBUS
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BTA: an open source framework to analyze Active Directory

State of the project

@ No Logo!
@ No Press release!
@ No fees for use!

=10]1
@ Functional and tested in real life :)

@ Could help you to improve your AD security!
= Why?

AIRBUS
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BTA

BTA
@ Airbus {Group {CERT|Innovations}|DS CyberSecurity}
@ Open Source (GPLv2)
@ https://bitbucket.org/iwseclabs/bta

BTA can help solve the following issues:

@ Quick access, without filtering, to all Active Directory data
Works offline

Set of controls points (# exploratory tool)

Determinism

Periodic review of AD (reproductibility)

Modularity

AIRBUS
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Global view of BTA operation

BTA architecture, global view

extraction btaimport

miners

btaimport NTDS.dit — Mongo + postprocessing
btamanage Manage imported NTDS bases
btaminer Call miners
btadiff Diff between two states of imported AD

AIRBUS
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BTA

Import
Overview of MongoDB data: a field of datatable

{ "cn" : "ACS-Enable-ACS-Service",
"1DAPDisplayName" : "aCSEnableACSService",
"name" : "ACS-Enable-ACS-Service",
"adminDescription" : "ACS-Enable-ACS-Service",
"adminDisplayName "ACS-Enable-ACS-Service",
"isVisibleInAB" : 42,
"objectClass" [ 196622, 65536 1,
"schemaIDGUID" "7£561287-5301-11d1-29c5-0000£80367c1",
"objectGUID" 925af73d-e447-40c0-9655-b5a8603fb49f ",
"time_col" : ISODate("2009-02-11T18:37:082"),
"distinguishedName" : 23,
"systemFlags" : 16,
"nTSecurityDescriptor" : 7,
"RDNtyp_col" : 3,
"isSingleValued
"instanceType"
"oMSyntax" : 1,
"uSNCreated" : 15,
"recycle_time_col" : NumberLong("3038287259199220266"),
"whenCreated" : ISODate("2009-02-11T18:37:082"),
"replPropertyMetaData"
"whenChanged" : ISODate("2009-02-11T18:37:082"),
"PDNT_col" : 1811,
"objectCategory"
"Ancestors_col"
"NCDNT_col" : 1811,
"uSNChanged" : 15 }

14,

BlackHat Arsenal — 2015-08-06

: BinData(0,"AQAAAAAAAAATAAAAAAAAAAAAAAABAAAAC+mLCAMAAAAVMVLtKEtaQqTKmYSWAi8vDwAAAAAAAAAPAAAAAAAAAAM. .

AIRBUS GROUP \NNO\/ATIONS

"attributeID" : 590594,
“"cnt_col" : 1,
"attributeSyntax" : 524296,

"showInAdvancedViewOnly" : 1,
"DNT_col" : 23,
"OBJ_col" : 1,

BinData(0, "AgAAAPSGAAD8BgAA/QYAABMHAAAXAAAA") ,

AIRBUS
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Backdoor 1: Domain Admins

ListGroup miner
$ btaminer -t ReST -C ::mabase ListGroup --match "Domain Admins"

| Name | Deletion | Flags | Recursive |

| L. Bob Rife
| svc-mcafee
| svc-oracle
|
|

normalAccount, dontExpirePassword |
2014-02-23 14:10:11 | normalAccount, accountDisable |
| normalAccount, dontExpirePassword |
2014-08-15 04:45:04 | normalAccount, dontExpirePassword |
| normalAccount, accountDisable |
_____________________ %

Results: in 10s

@ All accounts are listed recursively
@ Deletion information is provided by 1ink_table with a retention of 180 days
e Sgladmin has been removed at a supicious time!

Sqladmin
svc-security
I ———

oo

Easier than with MS tools

AIRBUS
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Backdoor 1: Domain Admins

ListGroup miner

$ btaminer -C::snktest -t ReST ListGroup --match "Domain Admins"

Analysis by miner [ListGroup]

| snorky | | normalAccount | |

| Administrator | | normalAccount | |

+ + + + +

User snorky (S-1-5-21-1154669122-758131934-2550385761-1154)

+ + + + +
| Trustee | Member | ACE Type | Object type |
| Domain Admins | snorky | AccessAllowedObject | (none) |
| Everyone | snorky | AccessAllowedObject | User-Change-Password |
| raven | snorky | AccessAllowedObject | (none) | =
| Self | snorky | AccessAllowedObject | User-Change-Password |
| Self | snorky | AccessAllowedObject | Private-Information |
| Domain Admins | snorky | AccessAllowed | (none) |
| Administrators | snorky | AccessAllowed | (none) |
| System | snorky | AccessAllowed | (none) |
| Everyone | snorky | SystemAudit | (none) |
| Everyone | snorky | SystemAuditObject | GP-Link |
| Everyone | snorky | SystemAuditObject | GP-Options |
+ + + + +

esults S
@ Raven have full privilege on an account which is domain admin member

In




Backdoor 2: AdminSDHolder

List objects protected by AdminSDHolder

$ btaminer -C::snktest SDProp --list

Analysis by miner: [SDProp]

| Account Operators | Group | S-1-5-32-548 |
| Administrators | Group | S-1-5-32-544 |
| Backup Operators | Group | S-1-5-32-551 |
| Domain Admins | Group | S-1-5-21-479843640-2764029434-1057171661-512 |
| Domain Controllers | Group | S-1-5-21-479843640-2764029434-1057171661-516 |
| Print Operators | Group | S-1-5-32-550 |
| Read-only Domain Controllers | Group | S-1-5-21-479843640-2764029434-1057171661-521 |
| Replicator | Group | S-1-5-32-552 |
| Server Operators | Group | S-1-5-32-549 |
| Administrator | User | S-1-5-21-479843640-2764029434-1057171661-500 |
| dabid | User | S-1-5-21-479843640-2764029434-1057171661-1107 |
| Hiro Protagonist | User | S-1-5-21-479843640-2764029434-1057171661-1110 |
| krbtgt | User | S-1-5-21-479843640-2764029434-1057171661-502 |
| Sqladmin | User | S-1-5-21-479843640-2764029434-1057171661-1106 |
| snorky | User | S-1-5-21-479843640-2764029434-1057171661-1000 |
S Ahmmmm=ae fhem=mm==cs===sss=—s===ssss=s===s===ss==s=o==s=s==== +



Backdoor 2: AdminSDHolder

Check ACEs linked to AdminSDHolder

$ btaminer -C ::snktest SDProp --checkACE

Analysis by miner: [SDProp]

e Hooscoonecmooomnoonns S +
| cn | type | SID |
| Administrators | AccessAllowed | ALL |
| Authenticated Users | AccessAllowed | ALL |
| Cert Publishers | AccessAllowedObject | X509-Cert |
| Domain Admins | AccessAllowed | ALL |
| Enterprise Admins | AccessAllowed | ALL |
| Everyone | AccessAllowedObject | User-Change-Password |
| Everyone | SystemAudit | ALL |
| Everyone | SystemAuditObject | Organizational-Unit |
| Everyone | SystemAuditObject | Organizational-Unit |
| Pre-Windows 2000 Compatible Access | AccessAllowed | ALL |
| raven | AccessAllowedObject | Group |
| Self | AccessAllowedObject | User-Change-Password |
| Self | AccessAllowedObject | Private-Information |
| System | AccessAllowed | ALL |
| Terminal Server License Servers | AccessAllowedObject | Terminal-Server |
| Terminal Server License Servers | AccessAllowedObject | Terminal-Server-License-Server |
| Windows Authorization Access Group | AccessAllowedObject | Token-Groups-Global-And-Universal |
S e e +

<==
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Summary

© BTA in practice

AIRBUS

BlackHat Arsenal — 2015-08-06 29 GROUP



BTA AIRBUS GROUP \NNO\/ATIONS

The main stages

NTDS.dit file domain controller extraction
@ Via ntdsutil under 2008 infrastructure

@ Via vssadmin under 2003 infrastructure

Import of NTDS . dit file

@ btaimport is responsible for importing the data into mongoDB database
@ Preprocessing of basic data and adding new collections

Queries execution in base and correlation of results

@ btaminer allows querying the data in base
@ Check results with an Active Directory administrator

AIRBUS
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Report

Example: Excel outpu

btaminer -C ::mabase -t excel -o my_report.xlsx Audit_Full

H - B AuditFull_test - Excel 2 @ - O %
I8 ACCUEL  INSERTION — MISEENPAGE ~ FORMULES ~ DONNEES  REVISION  AFFICHAGE Connexion
AL0 - f v

A g C D -
1 Oser Deletion Flags Recursive
2 |adninTQTO nornalAccount
3 AdninTATA nornaliccount
4 Compte de service TOTO nornaldccount, dontEzpirePassvord
5 Conpte de service TATA nornaliccount, dontExpirePassword
& |AdninTITI 05012014 11:51 normaliccount
7
8
r BTAReport = Members of Domain Admins | ACE | ACEL | ACI ... gl O
PRET 2] M -——+ 100%

AIRBUS
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Some control points

@ Check extended rights
btaminer -C ::snktest ListACE -type 00299570-246d-11d0-a768-00aa006e0529
@ List accounts which never logged on Active Directory
btaminer -C ::snktest passwords -never-logged
@ List accounts which have not authenticated on AD since 6 months
btaminer -C ::snktest passwords -last-logon 182
@ Number of unsuccessful login attempts per account
btaminer -C ::snktest passwords -bad-password-count
@ List accounts which have a specific UserAccountControl flag
btaminer -C ::snktest CheckUAC -check passwdCantChange

AIRBUS
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SIDhistory control points

Exploiting the SIDHistory attribute

@ Modify SIDHistory attribute in order to elevate its privileges.
@ Control the Forest from a domain via 'Enterprise Admin’ SID.

Check SIDHistory attribute

$ btaminer -C::snktest SIDHitory --list

RESA, Micheline | S-1-5-21-45967694-1012334923-556814060-21624

GAUCI, Sandro | S-1-5-21-45967694-1012334923-556814060-16537

VIGNON, Georgette | S-1-5-21-45967694-1012334923-556814060-4438

ABOUHALI, Mouad | S-1-5-21-45967694-1012334923-556814060-4733

BIONDI, Philippe | S-1-5-21-45967694-1012334923-556814060-2139

Sqladmin | S-1-5-21-9778442445-3353794244-6340767225-519 <===
| s-1-5-2

RIGO, Raphael 1-45967694-1012334923-556814060-4981
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Control extended rights

ListACE miner

@ List users which have specific extended rights:

e User-Force-Change-Password (type 00299570-246d-11d0-a768-00aa006e0529)
o Self-Membership (type b£9679c0-0de6-11d0-a285-00aa003049e2)

btaminer ListACE

$ btaminer -C::snktest -t ReST ListACE \
--type 00299570-246d-11d0-a768-00aa006e0529

Analysis by miner [ListACE]

oo oo T +
| Trustee | Subjects | Object type |

| jean dupond | Administrateur | User-Force-Change-Password |
fommomocommcos Hocommomoooonssos focoomomomccmmssmssssmssamsas +

AIRBUS
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Miners

miner: passwords

$ btaminer -t ReST -C ::mabase passwords --never-logged

Analysis by miner: [passwords]

oo Y T [/ =mmm e e +
| name A\ | A\ | userAccountControl |
// //
guest \\ GUEST of labz (s-1-5-\\ accountDisable:True

intru //

krbtgt \\
SystemMailbox{1£05//7}
SystemMailbox{e0dc\\9}
DiscoverySearchMai//E09334BB852}
FederatedEmail.4c1\\42

auditor //

intru (s-1-5-21-11546//

KRBTGT of labz (s-1-5\\
SystemMailbox{1£05a92//121)
SystemMailbox{e0dc1c2\\122)
DiscoverySearchMailbo//50385761-1123)
FederatedEmail.4c1£4d\\125)

auditor (s-1-5-21-115//

|
accountDisable:False |
accountDisable:True |
accountDisable:True |
accountDisable:True |
accountDisable:True |
accountDisable:True |
accountDisable:False |

S
S

|
'
'
|
|
|
'
'
|
|
'
|
|
|
'
|
'
|
'
'
|
|

—

=
1
'
|
'
'
'
|
|
'
'
|
|
'
|
'

AIRBUS

BlackHat Arsenal — 2015-08-06 35 GROUP



BTA AIRBUS GROUP \NNO\//\TIONS

Check collected informations

Exchange with Active Directory teams

@ Active Directory system is lively — daily changes
@ Review elements with AD administrators — could explain some bad practices

AIRBUS

BlackHat Arsenal — 2015-08-06 36 GROUP



BTA AIRBUS GROUP INNOVATIONS

Differential between two instances of AD

Differential with btadiff

@ Allows to compare AD at two points in time
—> Allows to monitor an objet in time
—> Allows to check suspicious changes

$ btadiff --CA ::clean --CB ::backdoorl --ignore-defaults

AB, 101: [] *sd_refcount[’14°=>°15"]
AB, 108: [] *sd_refcount[’39°=>’41"]

, 423: [] *sd_refcount[’3’=>22]

Table [sd_table]: 160 records checked, 2 disappeared, 3 appeared, 3 changed AIRBUS
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Summary

° Feedback

AIRBUS
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Hardware requirements

Computer for analysis

@ it could be run on a good laptop

@ Xeon 3GHz 4 cores
e 12GB RAM
e SSD drive

Import performance

@ 8 GB NTDS base (831121 Objects / 76778 ACEs)
@ Imported in MongoDB: 26 GB
@ 8h30

Analysis performance

@ Generally negligible time analysis

AIRBUS
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Problems encountered in real life

NTDS.dit import

@ Bad extraction of NTDS.dit file
@ Extraction methodology provided not followed by administrators

Consistency of objects

@ Objects always referenced in an ACE but not anymore present in AD
@ Migrating a French language environment to English

AIRBUS
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Audit results

Feedback from the field

@ After receiving the NTDS.dit file, the auditor is autonomous - little interaction is
required

@ Once the NTDS.dit file has been provided
@ Organizations work in different ways; the auditor has to adapt to each AD’s
peculiarities

@ Unable to prejudge the rightness/legitimacy of assigned rights in AD
—> itis important to check information with administrators

AIRBUS

BlackHat Arsenal — 2015-08-06 41 GROUP



BTA AIRBUS GROUP \NNO\/ATIONS

Audit results

Common results between different audits

@ Often bad practices

e Too many generic admin accounts
e Many accounts whose password never expires
o ...

@ Lack of homogeneity on creation templates, e.g.: user. ..
@ Active accounts that have never been used

AIRBUS
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Conclusion

BTA
@ Provides in time constrained deterministic results
@ Helps to cleanup AD bad practices

@ Allow a recurring audit
reproducibility = comparing results of 2 audits

Next developments

@ LDAP acces
@ Unit tests on miners
@ Improved differential analysis

AIRBUS
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Thanks for your attention

Questions
@ joffrey[0x2e]czarny[0x40]airbus[0x2e]com

Don’t forget it is open source

@ https://bitbucket.org/iwseclabs/bta

@ Joachim Metz for the awesome Libesedb
@ Of course Philippe Biondi for lots of things
@ Xavier & Raphael for their reviews

@ My Wife and my kids :)
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